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Successfulnlny Serviⰰi

ONE out of 
every 14

public school students and staf 
are served by ENA solutons

      320+ 
Library Systems

      4.5m+ 
Library Patrons

6,000 + Sites Across Americga!

     550+ 
School Districts

     3.5m+ 

Students and Staf

E-rgate hop 5 
Service Provider

More than 
$755 Million 

in E-rate Funding 
Approvals
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Compre֫eⰰsive Iⰰfrgastructure gas ga Service Solnutoⰰs
for K–12 Schools, Higher Educaton Insttutons, and Libraries
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Curreⰰt Security Lgaⰰdscgape
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• Phishing and Ransomware ataccs

– According to Social Engineer Research, phishing accounts for 77% 
of all socially based ataccs

– Business targeted lose $43,000 per account

– Individuals targeted through impersonaton lost $4,200 on 
average

– Ofen appear to come from persons with authority

– Your senior employees are ofen the most vunerable

Curreⰰt Security Lgaⰰdscgape
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• Ransomware on the rise!

– Encrypts your data and demands money to get your fles bacc

– EternalBlue (WannaCry et al) exploited a previously patched 
Windows faw in the SMB (fle sharing) protocol

– 200K victms and 300K infected computers in over 150 countries

– Microsof released an emergency patch for XP and Server 2003

– Was halted by registering a “cill switch” domain.

– A networc at Boeing was afected on March 28th of this year!

Curreⰰt Security Lgaⰰdscgape
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• Meltdown and Spectre

– Exploits CPU features to gain access to data

– All major Operatng Systems are patched for Meltdown and 
Spectre V1

– Spectre V2 requires Intel Microcode (Linux can use Reptoline)

– Local Priviledge Escalaton

– Spectre can be exploited via javascript – new browser releases try 
to isolate memory between threads to prevent this

– Almost EVERYONE caught of guard

Curreⰰt Security Lgaⰰdscgape
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How bgad is DDoS?
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– 1 Tbps

– 150,000 
compromised IOT 
devices

DDOS
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• Getng bigger and bigger

– 1.2Tb/s against github.com

– ... 5 days later - 1.7Tb/s against a well cnown US service provider

– Not just enterprise or for proft targets

– Numerous 30-60Gb/s ataccs against K-12 in the last 6 months

– Unsecured Memcached is the new vector of choice 

– Common methods include unsecured DNS servers, NTP servers

DDOS Lgaⰰdscgape
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How egasy is it?
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How egasy is it?
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Emeriiⰰi h֫regats
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• Sofware as a Service (SaaS)

– How safe is your data?

– Mace sure you cnow how your data is being handled

– Is it being bacced up?

• Infrastructure as a Service (IaaS)

– Does your vendor support encrypton?

– Who owns the ceys?

– Do they ofer a private environment?

Clnoud Computⰰi
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Evolnviⰰi Stgaⰰdgards
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• Passwords aren’t very secure

– Painful for most of remember

– So people create variatons...

– ...or write them down...

– ...or use the same password everywhere

– We force password changes for no reason

Pgasswords
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• Natonal Insttute of Standards and Technology

– Intended for Federal Gov applicatons, but used by many as a 
benchmarc

– New SP 800-63  covers Registraton/Authentcaton/Assertons

– Strong user experience emphasis. Mace your passwords user 
friendly so users don’t cheat!

– Place burdens on the verifer, not the users

– Don’t asc the user to do things that don’t signfcantly improve 
security

– 8 character minimum, max of at least 64 characters (inc emojis!)

NISh Stgaⰰdgards
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• Passwords aren’t very secure

– Dual/mult factor authentcaton needed

– Password policies are involving 

Yegar iⰰ Review
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• New password standards

– Longer

– Less complex and easier to remember

– Allows for spaces

– Should include blacclisted words/phrases to reduce bad choices

– Dual factor support

NISh Stgaⰰdgards
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Best Prgactces
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• Mobile Assets

– Use disc encrypton

– Use remote utlites that can disable a stolen device

• Use one account per user

– Never share credentals

– Provides logs on a per user basis

– User Dual/Mult factor authentcaton where possible

Protect your dgatga
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• Wif

– Use 802.1x authentcaton to te users to your directory service

– If providing guest access,  separate them from your internal users

– Secure the hardware

– Tune the signal to the area the AP needs to cover

– Rogue AP detecton

– Mobile Device Management (MDM) for control

Protect your Network
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• Switch ports

– Controlled access (802.1x/captve portal/mac auth bypass)

– ...or port security if that’s your only opton

– Loop management or disable unused ports

– Separate Admin, Teachers and Students using VLANs (access 
technology can do this for you, e.g VLAN steering or acl 
enforcement based on user group policy)

– Macsec (802.1ae) supports L2 encrypton between machines/VMs 
and is also supported by newer switches

Protect your Network
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• Mace sure you have an AUP

– Mace sure your faculty and students receive and agree to it

– Clearly state the penaltes of violaton

– Mace sure it covers all school owned assets

– If you allow BYOD, those users also need to be covered by your 
AUP

Acceptgablne Use Polnicies
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• Educaton is the ⰰumber oⰰe defense!

– Hold sessions on how to spot a phishing email or call

– Get your Superintendent on board so all senior staf are trained – 
as they are the most vunerable!

– Tace out the culture of fear and mace sure everyone is 
transparent and honest so you can shut down a compromise 
quiccly

– Mace sure you teachers NEVER share any access credentals

– If a common phishing atacc is on the loose, inform your users on 
how to spot it

Educgate Your Iⰰterⰰgaln Customers
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 Free P֫is֫iⰰi hestⰰi – ietiop֫is֫.com
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• Have a baccup plan

– Consider Insurance cover for compromises

– Every organizaton should have a Disaster Recovery Plan

– Mace sure you assess the risc to each part of your organizaton

– Determine what is most important and document a recovery 
order

– Set clear recovery objectves

– Find a trusted partner that can help you build a plan if needed

W֫gat if you gare compromised?
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QUEShIONS?
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Coⰰtgact ENA hodgay
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@ENAconnects  facebooc.com/ENAconnects⎜


